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Abstract:

In the global landscape of democracy, the importance of a fair and efficient voting system cannot be
overstated. Presently, reliance on in-person voting poses challenges in operational efficiency, resource
management, and timely result announcements. This paper endeavors to modernize the voting experience
by introducing an accessible online voting system, circumventing the limitations of physical presence.
Users can cast their votes remotely via computers, streamlining the process and catering to a diverse
population. To bolster security, a robust authentication process is employed, integrating facial recognition
and secure hash comparison. These measures authenticate voters, mitigate identity fraud, and ensure the
integrity of the voting system. In addition to fortifying security measures, the online voting system offers
convenience and accessibility, particularly for individuals facing barriers to physical voting locations. By
enabling remote voting, the system promotes inclusivity and broadens participation in the democratic
process. Furthermore, the integration of facial recognition technology enhances user experience and instils
confidence in the authenticity of the voting process. Overall, this initiative represents a pivotal step
towards a more modern, secure, and inclusive elector.
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1. Introduction:

Elections are inevitable happenings in a democratic society and it is the soul responsibility of both
the government and the citizens to make sure that it happens in a safe and secure way and also it takes
place smoothly [1]. However, the current voting system, reliant on in-person voting, poses challenges in
terms of efficiency and accessibility. With the need for a more streamlined and inclusive approach, this
paper seeks to revolutionize the voting system by introducing a remote voting mechanism. This shift aims
to overcome the limitations of the traditional method, reducing the reliance on extensive manpower and
expediting the election result announcement process.

The proposed system addresses the current inefficiencies by allowing citizens to exercise their
voting rights remotely, leveraging the convenience of digital platforms. This transition not only enhances
accessibility but also encourages broader participation, particularly among individuals who may face
geographical or physical constraints. [2]By enabling voters to cast their ballots from the comfort of their
computers, the project endeavours to usher in a new era of efficiency and flexibility in the Indian electoral
landscape.

One of the key innovations is the implementation of a robust two-step authentication process,
ensuring the utmost security and integrity of the remote voting system. The first step involves cutting-edge
face recognition technology, a modern authentication approach that verifies the legitimacy of the user
attempting to vote. The second step employs a secure hash comparison of the voter ID and password,
adding an extra layer of protection to prevent unauthorized access and uphold the sanctity of the voting
process [3]. This multi-tiered authentication system is designed to instil trust in the remote voting system,
assuring citizens of the reliability and security of their digital participation in the democratic process.

Our project is motivated by a dedication to revolutionizing the traditional voting process and
making it more accessible and secure. Recognizing the challenges inherent in conventional voting systems,
including concerns about security and limited accessibility, we aim to leverage technology to create a
solution that addresses these issues head-on. The overarching vision is to empower citizens by
incorporating innovative technologies like facial recognition, offering a more secure and efficient means for
them to exercise their democratic rights.

The driving force behind our project lies in the belief that technology can be a force for positive
change in the electoral landscape. [4] The persistent issues faced by traditional voting methods, ranging
from security vulnerabilities to geographical limitations, have spurred our commitment to developing a
solution that utilizes online voting. Our motivation stems from the conviction that every eligible voter
should have the opportunity to contribute to their community and nation without unnecessary
impediments, fostering a more inclusive democratic process.

Furthermore, our work is motivated by a forward-looking perspective on the role of technology in
democracy. Embracing the digital age, we strive to create an adaptable and resilient electoral system that
aligns with the evolving needs of modern societies. By harnessing technological advancements like facial
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recognition, we aim to provide a more secure and efficient voting experience, ultimately contributing to a
democratic process that is responsive, trustworthy, and reflective of contemporary values.

Incorporating facial recognition technology specifically addresses the imperative to enhance the
security of online voting. Overall, our project's motivation is rooted in a multifaceted approach,
encompassing accessibility, security, and the evolution of democracy in the digital age. Through the
thoughtful integration of technology, particularly facial recognition, we aspire to contribute to a more
inclusive, secure, and resilient democratic process that meets the needs of contemporary society.

The second chapter delves into existing literature and previous works relevant to our application,
highlighting the distinctions between them and our proposed solution. It provides a comprehensive
overview of the landscape, demonstrating how our application stands out in terms of functionality, design,
and innovation.

Moving forward to the third chapter, we elucidate the methodologies and strategies employed to
meet the identified functional requirements. Additionally, we discuss the technology stack utilized in the
implementation process. This segment is complemented by a series of UML diagrams, providing visual aids
to comprehend the architectural design and structural aspects of the application.

Lastly, the final chapter serves as a conclusive reflection on the report, wherein we explore the
future prospects and potential enhancements for the application. By identifying areas for further
development and improvement, we lay the groundwork for ongoing refinement and evolution, ensuring the
sustained relevance and efficacy of the application in meeting user needs and technological advancements.
2. Related Work:

The "Secured Voting System Using Aadhar" by B. Madhuri [6], the paper proposes a comprehensive
solution to address the vulnerabilities in the current voting system in India. The primary focus is on
leveraging Aadhar-based authentication, incorporating biometric data such as fingerprints, to ensure the
legitimacy of voters and eliminate the risk of tampering and manipulation. The system introduces a dual
approach, covering in-person voting with biometric verification linked to Aadhar cards and app-based
voting for migrants, further expanding the voting base. By replacing the traditional voter ID with Aadhar
authentication, the proposed system aims to enhance security, prevent illegal voting, and significantly
increase the overall voting percentage. The use of OTP in the app-based voting ensures a secure and
accessible method for migrants to cast their votes, contributing to the digitalization of the voting process
in India.

The “Centralized Electronic Voting System” by Prachi Zalt [7], the paper underscores the necessity
for a Centralized Electronic Voting System in India, given the heightened awareness of voting and
challenges associated with traditional methods. The proposed system focuses on elevating security,
efficiency, and accessibility in the voting process. By incorporating biometric authentication and Aadhaar
card integration, it aims to enhance security. The transition to a web-based platform improves efficiency,
enabling voters to securely cast their ballots from any location, addressing logistical challenges and
potentially boosting overall voter turnout. In essence, the Centralized Electronic Voting System seeks to
overcome traditional limitations, offering a more secure, efficient, and accessible voting experience for
India's diverse and expanding electorate.

The "Face Detection and Recognition Using Opencv' by Maliha Khan [8], the paper discusses the
application of Intel's OpenCV, a free and open-access image and videotape processing library, in the realm
of computer vision. OpenCV is primarily focused on tasks such as point and object recognition and
machine literacy. The paper outlines the main features, OpenCV modules, and its integration with Python.
It emphasizes common OpenCV classifiers and operations, particularly in face recognition and image
processing. Furthermore, the paper delves into erudite reviews of OpenCV operations, particularly in
computer vision fields such as facial expression recognition, gender identification, and face detection.

The “Online Voting System” by M. Rajesh..[9], the paper discusses the development of a secure and
user-friendly Online Voting System designed to address safety and security challenges in the voting
process.

The "Smart Online Voting System” by Neha Roy..[10], this paper outlines a comprehensive system
for secure online voting, leveraging face recognition, a facial camera, and OTP generation to enhance fraud
prevention in both physical and earlier online voting systems. With a focus on providing a position-free
voting system, particularly beneficial for individuals unable to physically attend voting locations, the
system incorporates multiple layers of verification. Aadhar-based authentication, utilizing biometric data
and stringent verification measures, ensures the authenticity of voters. The introduction of a mobile app
for migrants facilitates secure voting, combining Aadhar authentication and OTP for enhanced security.
The ultimate goal is to achieve tamper-free votes, with 100% reliability, and increase overall voting
percentages. The proposed system is positioned as a cost-effective and scalable alternative to traditional
Electronic Voting Machines (EVMs), aligning with the broader Digital India Initiative.

While the "Secured Voting System Using Aadhar" proposed by B. Madhuri [6] offers a comprehensive
solution to enhance the voting system in India, it also has some limitations.

The "Centralized Electronic Voting System" by Prachi Zalte [7] emphasizes the imperative need for an
advanced voting system in India, propelled by an increased awareness of voting and the limitations of
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conventional methods. The proposed system strives to elevate security, efficiency, and accessibility in the
voting process by integrating biometric authentication and Aadhaar card functionality. The transition to a
web-based platform is a key feature, enabling voters to securely cast their ballots from any location,
addressing logistical challenges and potentially boosting overall voter turnout. Despite these
advancements, certain limitations need consideration.
3. Proposed Methods:
3.1 Authentication Module:

The Authentication Module for this project incorporates robust security measures, particularly
evident in the Admin Login functionality. Leveraging Django's built-in authentication system, this module
establishes a secure gateway for authorized administrators to access the backend.

By utilizing industry-standard authentication protocols, the system ensures that only personnel
with valid credentials can log in, safeguarding sensitive election-related data and administrative
functionalities. This approach not only fortifies the system against unauthorized access but also aligns
with best practices for securing the online voting platform, laying a foundation for trustworthiness and
integrity in the electoral process.

3.2 Citizen Management Module:

In the Citizen Management Module, the registration process involves citizens uploading a photo
rather than capturing it in real-time. During Citizen Registration, eligible voters are required to provide a
pre-existing photo of themselves, which is then securely stored in the system. This approach allows for a
more flexible and user-friendly registration experience, as citizens can select a suitable photo at their
convenience.

The system then processes and stores the uploaded photo, associating it with the citizen's
biometric profile for subsequent facial recognition verification during the login process. This distinction
between uploading a photo during registration and utilizing facial recognition during login ensures a
seamless and accessible user experience while maintaining the security and integrity of the online voting
platform.

3.3 Election Management Module:

Within the administrative functionalities of this project, the Add Elections and Add Candidates
modules play pivotal roles in orchestrating the electoral landscape. The Add Elections feature empowers
administrators to effortlessly set up new elections, offering a comprehensive interface to define essential
details such as the type of election and the list of candidates. This module acts as the gateway for
administrators to establish the groundwork for a transparent and efficient voting process.

Complementing this, the Add Candidates module provides administrators with the flexibility to
manage candidate details dynamically. It facilitates the addition or removal of candidates associated with
each election, ensuring an adaptable and responsive system that accurately represents the choices
available to the voting populace.

Together, these modules contribute to the seamless administration and organization of elections
within the online voting platform, reflecting the project's commitment to user-friendly and robust electoral
management.

3.4 Voting Module:

Real-time Facial Recognition: Integrates Haar-like features and the K-nearest neighbors (KNN)
algorithm for real-time facial recognition during the voting process, ensuring secure and accurate voter
authentication.

The Haar Cascade algorithm is a machine learning object detection method used to identify objects
in images or video. It's particularly popular for face detection but can be trained to recognize other objects
as well. The algorithm works by training on positive and negative images.

The K-Nearest Neighbors (KNN) algorithm is a simple and effective classification algorithm based on
the concept of proximity.

Here is a Concise Explanation of the KNN Algorithm:

e Training: Store all the training examples.

e Input (Test Instance): Receive a new instance to be classified.

e Calculate Distances: Calculate the distance between the test instance and all training instances.
The commonly used distance metric is Euclidean distance, but other metrics can be used based on
the application.

e Sort Distances: Sort the distances in ascending order.

e Choose K Neighbors: Select the top K training instances with the smallest distances to the test
instance.

e Majority Voting: Count the occurrences of each class label among the selected K neighbors.

e Assign Class Label: Assign the class label that has the highest count as the predicted class for the
test instance.

The Vote Casting module is a pivotal component of this project, providing registered citizens with a
secure and streamlined mechanism to exercise their voting rights. Through a user-friendly interface,
citizens can confidently cast their votes for their chosen candidates or ballot options. The module ensures
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the integrity of the voting process by incorporating security measures such as facial recognition, which

authenticates the user before allowing the vote to be securely cast and counted. This seamless and

accessible voting experience enhances civic participation, contributing to a reliable and trustworthy online

voting system.

3.5 Announcement Module:

The Announcements module within the administrative functionalities of this project serves as a
vital communication channel between administrators and citizens. This feature empowers administrators
to disseminate crucial election-related information, fostering transparency and keeping citizens informed.

Through a user-friendly interface, administrators can make announcements, ensuring that citizens
are well-aware of essential updates, deadlines, or any pertinent details related to the ongoing electoral
process. By facilitating effective communication, the Announcements module contributes to an informed
and engaged electorate, promoting trust and participation in the online voting system.

3.6 Feedback Module:

The Feedback Submission module plays a crucial role in fostering citizen engagement and
contributing to the refinement of the online voting system. This feature allows registered citizens to share
their valuable feedback on various aspects of the voting process, system functionality, or any relevant
concerns they may have encountered. By providing citizens with a platform to voice their opinions, the
module promotes transparency and responsiveness within the electoral framework.

The collected feedback becomes instrumental in implementing continuous improvements, ensuring
that the online voting system evolves to meet the needs and expectations of its users. This user-centric
approach enhances the overall effectiveness and reliability of the voting experience.

3.7 User Interface Module:

The implementation of HTML and CSS design in the project contributes to the creation of visually
appealing and user-friendly interfaces across different modules. HTML, the standard markup language,
structures the content of web pages, while CSS enhances the presentation, ensuring a cohesive and
aesthetically pleasing look. This combination results in interfaces that are intuitive, responsive, and
accessible, catering to both administrators and citizens.

The use of HTML and CSS underscores the commitment to a positive user experience, facilitating
seamless navigation and interaction within the online voting system.

3.8 Security Module:

The SHA-256 function in Python, part of the hashlib library, is a constructor for creating SHA-256
hash objects. Internally, it utilizes the SHA-256 cryptographic hash algorithm, which is a member of the
SHA-2 family. The SHA-256 algorithm performs a series of well-defined steps to produce a fixed-size (256-
bit or 64-character hexadecimal) hash value. Here's a simplified overview of what happens internally:

e Arbitrary length message string 'M'
e Convert it to binary.
e Preprocessing Stage:

o Padding a message M

o Parsing the Message M

o Setting initial hash values Ho..... H
e Hash Computation

o Prepare the Message Schedule

o Initialize a, b, c, d, e, f, gand h

o Compute for the intermediate hash values
e Append Hash values Ho, H1, H2, H3 H4 HS H6H,
e 256-bits Message digest.

SHA-256

512 bits Padding
Message Message Message
(blockd) | |(block2) | *~**°

K 256 bits

XL56 bits L

[2—(iban)
Figure 1: SHA-256
3.9 Reporting and Analytics Module:

The Election Results module plays a pivotal role in the project by dynamically generating and
presenting real-time election outcomes. This feature ensures that both administrators and citizens have
immediate access to the latest information, fostering transparency and credibility in the electoral process.
By offering up-to-date results, the module empowers administrators to make informed decisions, while
citizens gain timely insights into the progress of the elections. The real-time nature of the Election Results
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module enhances the overall user experience, contributing to the integrity and openness of the online
voting system.
4. Experimental Analysis:
4.1 Home Page:

The home page acts as the gateway to our online voting system, featuring a clean and inviting
interface. The "Admin" module provides a secure login for authorized administrators to access backend
functionalities. Meanwhile, the "Citizen" module offers a straightforward login for registered voters. The
"Registration” module facilitates citizen registration, combining voter ID and face recognition for a secure
and efficient onboarding process. This well-organized home page ensures simplicity and accessibility for
both administrators and citizens, setting the stage for a user-friendly voting experience.

4.2 Admin Login Page:

This section showcases the dedicated admin login page, a critical access point for authorized
administrators. Here, administrators can securely log in by entering their user ID and password. The login
credentials act as a robust authentication mechanism, ensuring that only authorized personnel have
access to the system's backend functionalities. The clean and intuitive design of the admin login page
prioritizes security and simplicity, reflecting our commitment to providing a secure administrative
environment for managing the online voting system.

4.3 Admin Portal:

The Admin Portal is the command center for our online voting system, offering a warm welcome to
administrators upon login. This central hub presents essential modules such as "Add Election" for setting
up new elections, "Add Candidates" for efficient candidate management, and "View Election" for
monitoring ongoing and past elections. Administrators can make critical announcements, gather citizen
feedback, manage new voter registrations, and securely log out through the dedicated modules. The
portal's user-friendly design prioritizes efficiency, transparency, and ease of use for administrators
overseeing the electoral process.

4.4 Add Election Page:

Add Election page is a fundamental module within the Admin Portal. Here, administrators have the
capability to input crucial election details, including the election name and location. The user-friendly
interface ensures a straightforward process for administrators to add new elections, streamlining the
setup and management of the electoral landscape. This page plays a pivotal role in maintaining the
integrity and accuracy of the system, allowing administrators to efficiently organize and oversee various
elections within the online voting platform.

4.5 Add Candidates:

Add Candidates page is an integral component of the Admin Portal. Administrators utilize this page
to enrich the electoral process by entering essential details for candidates. The input fields include election
name, candidate name, party name, date of birth, education, and the option to upload a candidate photo
and party symbol. The intuitive design of this page streamlines the process of adding and managing
candidate information, contributing to the transparency and efficiency of the overall online voting system.
Administrators can seamlessly update candidate details, ensuring accurate representation and informed
choices for the voting populace.

4.6 View Elections:

The "View Elections" page serves as a central monitoring hub for administrators, presenting key
details such as election name, location, and status (completed or ongoing). Administrators can efficiently
navigate through elections, utilizing buttons like "View Candidates" to explore detailed candidate lists,
"View Votings" for voting statistics, and "Close the Election" to officially conclude ongoing elections. This
user-friendly interface empowers administrators to oversee and manage the electoral landscape with ease,
ensuring a transparent and well-organized online voting system.

4.7 Add and View Announcements:

This snapshot showcases the dual functionality of the "Add and View Announcements" page,
accessible within the Admin Portal and Citizen Module. For administrators, the page provides a
straightforward interface to add crucial announcements. Administrators can input announcements,
ensuring effective communication with citizens. On the other hand, citizens have access to a dedicated
"View Announcements" page, allowing them to stay informed about important updates related to elections
and the overall voting system. This bi-directional communication feature fosters transparency and ensures
that both administrators and citizens are well-informed throughout the electoral process.

4.8 Face Authentication:

Before proceeding to face recognition, if the captured face matches the registered photo in the
system, the user is seamlessly navigated to the "Voting Page." This ensures a smooth transition for
authenticated users to cast their votes securely. The additional layer of face authentication serves as a
stringent security measure, enhancing the overall integrity of the voting process.

4.9 Voting:

Upon navigating to the "Voting Page," citizens can confidently finalize their voting choices. If the

face matches successfully with the registered profile, the vote is securely cast and counted. However, in

1
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the event of a mismatch, the system rejects the vote, preventing any unauthorized access or tampering.

This integration of face recognition as an intermediate step, with seamless navigation to the "Voting Page"

upon successful authentication, ensures that the voting process is not only secure but also accurately

attributes each vote to the registered citizen. By linking face authentication directly to the initiation of the

voting transaction, the system enhances user verification and safeguards against any potential security
threats, providing citizens with a robust and trustworthy remote voting experience.

4.10 Voting Results:

The Results Module in the "Secure Vote: Facial Recognition-Enabled Online Voting with SHA-256"
project is designed to provide a transparent and efficient mechanism for citizens and administrators to
access real-time election results. This module plays a crucial role in ensuring the integrity and credibility
of the electoral process.

5. Conclusion:

The "Facial Recognition Enabled Online Voting System" project is a transformative initiative that
combines cutting-edge technologies to revolutionize traditional voting systems. By integrating facial
recognition, Django's authentication system, and SHA-256 encryption, the project addresses security
concerns and enhances the efficiency of electoral processes. The system prioritizes administrative security
through Django's authentication, implements facial recognition for citizen validation, and ensures a
streamlined election management module. Real-time facial recognition during voting adds an extra layer of
integrity, mitigating fraudulent activities. With a user-centric interface designed for accessibility and
continuous commitment to improvement and ethical standards, this project is poised to redefine the
landscape of secure, efficient, and user-friendly online voting systems.
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